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Interference Detection & Mitigation 
(IDM) per NSPD 39 
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   ● Attribute 

    ● Mitigate 



1,978,000 hits on “GPS Jammer” 
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Dr. Angelos Stavrou; Department of Computer Science; George Mason University 



• Protect the Nation’s 18 Critical Infrastructure & 
Key Resource Sectors (CIKR) 

• System-of-Systems, Open Architecture, Multi-
Phased/Multi-Layered Approach 

• Near Real-Time Situational Awareness of Position 
Navigation and Timing (PNT) Interference 
– Leverage Existing mature capabilities & focus on the data, less on 

system/device  

– Common Data Structure for Information Sharing 

– Persistent Monitoring for Situational Awareness 

Patriot Watch Initiative 
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http://cp.home.agilent.com/agilent7/s7viewers/flash/genericzoom.swf?logo2=false&serverUrl=/agilent7/is/image/&contentRoot=/agilent7/skins/&locale=en&config=Agilent/AGILENT-IMGSET&image=Agilent/PROD-1414739-IS�






Jammer Geo-Location 
Port Of Entry Concept 

• Integrated with Camera System 
• Alert Enforcement Personnel to Jammer Presence 
• Detect & Track Jammers Approaching Entry Point 
• Multi-Lane Distinction 
• UNITRAC Database Connection 



brimtek 

http://www.dyplex.com/�


GPS Jammer Source Signal 
Characteristics – Digital Library 



PNT Collaboration Sites 



Conclusion 
• FAA, FCC, DHS and other Government agencies 

working closely to address PNT IDM 
• Collaboration and teamwork is key to successful 

PNT IDM 
• Leverage existing mature technologies and 

collaborate to obtain interference data 
• Collecting data to support formal analysis; 

trends on jammers 
• Research is underway for alternative sources of 

time 



QUESTIONS? 
John.Merrill@dhs.gov 

(202) 447-3731 PNT PMO 

(202) 731-9628 Mobile 
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