
Logan Scott, President, LS Consulting
www.gpsexpert.net

17 September 2019 © Logan Scott / LS Consulting 1



Logan Scott has over 35 years of military and civil GPS systems engineering 
experience. He is a consultant specializing in radio frequency signal processing 
and waveform design. At Texas Instruments, he pioneered approaches for 
building high-performance, jamming-resistant digital receivers. 

At Omnipoint (now T-Mobile), he developed spectrum sharing techniques that led 
to a Pioneer’s preference award from the FCC. He is a cofounder of Lonestar 
Aerospace, an advanced decision analytics company located in Texas. 

Logan has been an active advocate for improved civil GPS location assurance 
through test based GPS receiver certification, crowdsourced jammer detection 
and location, and, by adding robust signal authentication features to civil GPS 
signals.  He is currently consulting with AFRL on waveforms for advanced 
navigation capabilities.

Logan is a Fellow of the Institute of Navigation and a Senior Member of IEEE. In 
2018 he received the GPS World Signals award. He holds 43 US patents.
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 A GNSS receiver that provides position 
and time
A. in real time BUT with limited assurance

B. with very high assurance BUT with a 6 
second delay

▪ delay is known to within a few nanoseconds
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Real Time, Right?

But What if the GNSS is Only
Used to Align the Inertial?
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Real Time, Right?
But What if the GNSS is Only
Used to Discipline the Clock?

NIST
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Real Time, Right?

But What if the GNSS is Only
Used to Initialize the Worldview?
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Real Time, Right?
Would they even notice?



 Corrupt GNSS can drive a clock or IMU into an 
irredeemable error state or prevent TERCOM 
acquisition

 GNSS / Clock
 GNSS disciplines the clock’s drift errors

 GNSS / IMU (inertial measurement unit)
 GNSS disciplines the IMU’s error states

 GNSS / Autonomous
 GNSS initializes TERrain COMparison (TERCOM) processes
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 With a 6 second delay, a GNSS receiver has time 
to ponder
 It can look at trends in quality metrics without having 

to make real-time judgments
 In a sense, receiver algorithms can look 6 seconds into 

the “future”

 With a 6 second delay, a GNSS receiver can 
withhold judgment until all the facts are in
 Did that signal originate from a GPS satellite?
 Are the watermarks in the right place, at the right 

power?
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 Message Signing

 Fast & Slow 
Watermark 
Channels
 6 second epoch
 3 minute epoch
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Signal Specification and Select Papers are at
http://www.gpsexpert.net/chimera-specification

http://www.gpsexpert.net/chimera-specification
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From IS-AGT-100

3
minute
epochs

6
second
epochs
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Normal L1CP Signal Flow per
IS-GPS-800

10 msec

10% Duty Factor Time Hopped SSSC

Normal L1CP Signal Flow per
IS-GPS-800

10 msec

 Watermark Generating Key Determines Security Code Values AND 
Insertion Locations
 Key Is Changed Once Every 3 minutes

 Key is Published to The User Segment ONLY After Key Has Changed
 Published By Satellites & via Secure Server
 Secure Key Storage IS NOT Required in User Equipments

 The Watermark Is Hard To Forge
 Spoofer/Forger Has to Read SSSC Chips Off The Air



Marker KeyN-1 Used To Generate Markers

Marker Key N-1
Published

Time

Receiver Knows Time to Be In 
This Range

Markers Potentially Collected By Receiver

Adversary Could 
Have Had Marker 
Generating Key

Adversary Could NOT Have Had 
Marker Generating Key

(OK to Use These for Authentication)

17 September 2019 13© Logan Scott / LS Consulting

Marker KeyN Used …

Satellite

Receiver
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Rx:L1CP

Rx: SSSC

The Transmitted
Signal Has 3 

Channels
•Pilot

•Data (Signed)
•SSSC

If You Don’t See This Aligned 
to the Pilot, The Signal Didn’t 
Come from a GNSS Satellite
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90%

99%

99.9%

99.99%

99.999%

99.9999%

PDwatermark
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Lower
Is

Better

SUM_NTS.XLS
ADD4_NTS3.FOR

Pfa=10-3

Probability 
of a False 
Positive

99.9% Probability 
of Detecting 

Spoofing

N=1
Nominal 

C/No



 Fast Keys Change Every 6 Seconds
 Keys Obtained via Authenticated Out of Band Channel (e.g. Internet)
 Low Latency Authentication / PoL with Fast Update Rate

 Slow Keys Change Every 3 Minutes
 Keys Transmitted By GNSS Satellite for Standalone Capability
 Provides Bootstrap into Using Fast Channel if Initial Time Uncertainty is Large

16

Normal L1C Signal Flow per
IS-GPS-800

10 msec

5% Fast Key / 5% Slow Key Duty Factor Time Hopped SSSC

Normal L1C Signal Flow per
IS-GPS-800

10 msec
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Type 3 Format
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Anti-Spoofing Method Spoofing Feature Complexity Effectiveness Receiver Required Capability 

Spoofing 
Scenario 

Generality 
RSS Monitoring Higher C/N0 Low Medium C/N0 Monitoring Medium 

RSS Variation vs. Receiver 
Movement 

Higher Power Variations due to 
proximity Low Low 

Antenna Movement / 
C/N0 Monitoring Low 

Antenna Pattern Diversity Low elevation angle Medium Medium 
Specially Designed 

antennas Medium 
L1/L2 Power Comparison No L2 Signal for Spoofer Medium Low L2 Reception Capability Medium 

Direction of Arrival Comparison 
Spoofing signals Coming from 

the Same Direction High High 
Multiple Receiver 

Antennas High 
Pairwise Correlation in 

Synthetic Array 
Spoofing signals Come from the 

Same Direction Low High 
Measuring Correlation 

Coefficient High 

TOA Discrimination 
Inevitable Delay of Spoofing 

Signal Medium Medium TOA Analysis Low 

Signal Quality Monitoring 
Deviated shape of Correlation 

Peak Medium Medium Multiple Correlators Low 
Consistency Check with other 

Solutions 
Inconsistency of Spoofing 

Solution High High 
Different Navigation 

Sensors High 
Cryptographic Authentication Not Authenticated High High Authentication High 

Code and Phase rate 
Consistency Check 

Mismatch between Spoofed 
Code and Phase rate Low Low --- Low 

GPS Clock Consistency 
Spoofing/Authentic Clock 

Inconsistency Low Medium --- Medium 

Multiple Receiver Spoofing 
Detection 

Same Solution for Different 
receivers/absence of valid 

spoofed P(Y) Medium High 
Data link Between 

Receivers High 
Table from: Ali Jahromi PhD Thesis, GNSS Signal Authenticity Verification in the Presence of Structural Interference, UCGE Reports Number 20385, 2013
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Method 1 Method 2

This is a Man 
in the Middle 

Attack
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1. Sign Up to Be a Driver 
using Stolen ID

2. Install Location Spoofer 
App

3. Obtain OP Credit Card(s) & 
Identities and Sign Up as a 
Rider(s)

4. Accept Rides in Virtual 
Space and Get Paid for it
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 Cyberspoofing Is Oftentimes a More Effective Method
 Can Be Used to Corrupt Databases with Location 

Dependent and/or Crowdsourced Entries
▪ Traffic Estimates
▪ The US Census

 Can Bias Conclusions Drawn from the Database
▪ Where Traffic Flows
▪ Where Money Flows

 Watermarking Can Play an Important Role in 
Detecting Location Spoofing By Providing Location 
Signatures
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 Location Signature is ~125 Kbyte  (Nominal)
 Diverse Trust Models Are Possible
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RF Front End & 
Downconversion A/D

Communi-
cations

Interface

Authenticated Source
•Ephemeris / Symbol Stream
•Watermark Generating Keys

Location Signature 
Stream Is Sent or Sequestered 

Before Watermark Keys Are 
Published

Authenticatable GPS Signals

 Location 
Authentication Object
 No RF Needed
 Can Be All S/W
 Local, Remote, or 

Cloud Based

Local GPS Receiver 
(Optional in Some Cases)

TGHU 307703 0 22G1
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 Who Am I?
 Username: admin

 What Do I Know?
 Password: password

 What Do I Have?
 Token: cell phone authentication app (NOT SMS!)

 Where Am I?
 Location: I’m at the coffeeshop
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 Almost ANY navigation signal can be watermarked with 
backwards compatibility

 Implementing CHIMERA is Not That Hard
 Message Signing Can Be Done in Software
 Watermarks are a PN Code Generator Modification in the SV

▪ Digital / FPGA Change Only (~6 weeks to modify Block III flight payload)
▪ NO Analog or Modulator Changes

 NTS-3 Will Broadcast Chimera on an Experimental Basis
 2022 Launch

 Secure-WAAS Signal Design Described in 2003 Paper Remains 
Valid with a couple of tweaks
 Modulators are on the Ground
 Side Channel Approach Requires 5% Power Rise (0.22 dB)
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A special thanks to
USAF Capt. Katie Carroll

and the entire team at AFRL for 
bringing this vision to fruition
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https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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