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Agenda 

• Governance 

• Existing and Emerging Threats 

• Critical Infrastructure 

Interdependencies 

• Patriot Watch Architecture 
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other Agencies 

• Conclusions 



Interference Detection & Mitigation 

(IDM) per NSPD 39 

● Identify 

● Analyze 

  ● Locate 

   ● Attribute 

    ● Mitigate 



1,978,000 hits on “GPS Jammer” 
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Dr. Angelos Stavrou; Department of Computer Science; George Mason University 



• Protect the Nation’s 18 Critical Infrastructure & 

Key Resource Sectors (CIKR) 

• System-of-Systems, Open Architecture, Multi-

Phased/Multi-Layered Approach 

• Near Real-Time Situational Awareness of Position 

Navigation and Timing (PNT) Interference 

– Leverage Existing mature capabilities & focus on the data, 

less on system/device  

– Common Data Structure for Information Sharing 

Patriot Watch™ Initiative 
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Patriot Watch™ Architecture 

Other Systems that use GPS that 

could provide near real-time data: 

DGPS, CORS, Cell Sites, Transport 

Companies 
brimtek 

http://cp.home.agilent.com/agilent7/s7viewers/flash/genericzoom.swf?logo2=false&serverUrl=/agilent7/is/image/&contentRoot=/agilent7/skins/&locale=en&config=Agilent/AGILENT-IMGSET&image=Agilent/PROD-1414739-IS
http://www.dyplex.com/


Toll-Booth Concept 

• Integrated with Camera System 

• Alert Enforcement Personnel to Jammer Presence 

• Detect & Track Jammers Approaching Entry Point 

• Multi-Lane Distinction 

• UNITRAC Database Connection 
Graphic Source:  http://www.northjersey.com/news/030211_NJ_Turnpike_to_accept_E-ZPass_in_all_lanes_.html 
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IDM Collaboration Sites 



GPS COTS Jammer Digital Library 



For more information: http://www.fcc.gov/encyclopedia/jammer-enforcement 
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If you see something… 

• USCG Navigation Website: 

– http://www.navcen.uscg.gov/?pageName=gpsUse

rInput 

 

• Federal Communication Commission 

website: 

– http://www.fcc.gov/complaints 

 

– For further info e-mail:  jammerinfo@fcc.gov 

 

Say Something™ 
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Conclusion 

• Government (Federal and civil) agencies 

collaborating to address PNT IDM 

• The ability to share information in a timely manner 

key to successful PNT IDM 

• Leverage existing mature technologies that use 

GPS and harvest near real-time data 

• Collecting data to support formal analysis; trends 

on jammers 

• COTS Jammer Library will provide initial fingerprint 

of devices encountered 



THANK YOU 
John.Merrill@hq.dhs.gov 
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