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Agenda
• Governance
• Patriot Watch Architecture

– Sensor/Data Integration
– UNITRAC, PNT Incident Portal (PNT IP), DHS 

Geospatial Information Infrastructure (GII) 
OneView

– Homeland Security Information Network (HSIN)
– Timing Backup R&D
– Notification 

• Conclusions



USG Roles and Responsibilities

• U.S. Space-based PNT Policy
• Identify

• Analyze
• Locate

• Attribute
• Mitigate



Patriot Watch
• System-of-Systems, open architecture, multi-

phased approach to provide near real-time 
situational awareness of GPS in order to detect 
EMI & suspect purposeful interference to protect 
the Nation’s 18 Critical Infrastructure & Key 
Resource (CIKR) Sectors.
– Common Data Structure for Information Sharing
– Persistent monitoring for situational awareness
– Sensor placement based on PNT CIKR Criticality
– Operational when GPS system is “stressed”



NIEM intentionally does not address standardizing data inside
legacy systems. NIEM serves as a translation layer (providing a
common understanding) between and across disparate systems.

Standardizing Data Moving Across Systems

Translation
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NIEM:  National Information Exchange Model
https://www.niem.gov/Pages/default.aspx

https://www.niem.gov/Pages/default.aspx


Patriot Watch Standard Data Set

CIVIL GPS MONITOR SYSTEM Version 1.0                       SERVER REPORT MESSAGE - Event Data XML Message (Non- Proprietary)

Item Req/Opt Data Field Schema Example(s)
1 Required Report Type Constant GPS disruption
2 Required version Mask: #.#a 1.0a
3 Required Source enum: TelcoGPS, CORS, WAAS WAAS
4 Required Report time Date/Time: Zulu 01152010.0915Z
5 Required Event ID Mask: ####.######.### Series.event.sequence 0000.000001.001
6 Required Event Type enum: Real, Test, Exercise Exercises
7 Required Classification enum: Unclassified, Secret, Top Secret Unclassified
8 Required Signal Affected enum: L1, L2C, L5, E5a, E5b, E6, Glonass L1
9 Required Signal Status enum: Signal Loss, Time fualt, Location Fault, Maint, Mixed Signal Loss
10 Optional Region String Region/Area affected: City, State, CONUS
11 Required Sites Reporting Integer: 0 - 300,000 15
12 Required Spatial Profile enum: Ground, Air, Space, Unknown ground
13 Required Spatial Status enum: Static, Moving, Growing, Shrinking, Unknown Static
14 Required Temporal Profile enum: Simultaneous, Random, Intermittent, Unknown Simultaneous
15 Required Temporal Status enum: In Progress, Ended In Progress
16 Required pattern enum: Omni, Directional, Unknown Omni
17 Required Estimated ERP (dBm) Single: 0 - 10,000 100
18 Required Icon Bitmap(Blob) x by x bitmap
19 Required Centroid Latitude Single: -90 to +90 Degrees +/- xx.xxxx
20 Required Centroid Longitude Single: -180 to +180 Degrees +/- xxx.xxxx
21 Optional Impact Area Polygon List: Lat, Long +/-xx.xxxx, +/- xxx.xxxx
22 Optional Source Area Polygon List: Lat, Long +/-xx.xxxx, +/- xxx.xxxx
23 Optional Event Start Time Date/Time: Zulu 01152010.0911Z
24 Optional Event Stop Time Date/Time: Zulu 01152010.0911Z
25 Optional Note / Details Text Blob Extra Details



Patriot Watch
Monitoring & 

Data Collection Processing Analysis &
Evaluation

FCC/FAA 
Receiver/Sensors

Crowd 
Sourcing

Applications

Fleet 
Management

http://cp.home.agilent.com/agilent7/s7viewers/flash/genericzoom.swf?logo2=false&serverUrl=/agilent7/is/image/&contentRoot=/agilent7/skins/&locale=en&config=Agilent/AGILENT-IMGSET&image=Agilent/PROD-1414739-IS


UNITRAC ARCHITECHTURE

Normalized
Data

NOC – Network 
Operations center





YourNameHere@network.Address Logout

mailto:YourNameHere@network.Address


YourNameHere@network.Address Logout
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Urban Environment
Signal / Blockage / Google Export

Interference effects on civilian 
receivers in urban environment
• Building blockage
• Line-of-sight to SVs & jammers
• GPS + other frequencies
High res. Terrain … down to 1/8m
Google import/export

Interference Source

Signal power, building overlays

• Moving Jammers on road
•Effects on cell phone towers

•Airports
•DGPS sites



Mitigation -- Resiliency
• Master Clock Distribution via Optical 

Networks
– Utilize existing fiber infrastructure
– Successful prototype 
– Long-haul test between pre-determined sites 

to evaluate physical capabilities, baseline
– Distribution of Master Clock to specific 

demarcation



Conclusion
• PNT Internet Portal – Central data 

repository complete

• UNITRAC TAG under development

• NLE type exercise to test utility of Patriot 
Watch capabilities

• Conduct long-haul fiber test

• Improve notification procedures



QUESTIONS?
John.Merrill@dhs.gov

202-447-3731 (O)
202-731-9628 (M)

mailto:John.Merrill@dhs.gov
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