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Topics of Discussion

• Governance

• Existing/Emerging Threats Assessments

• Patriot Watch – A National Capability

– Critical Infrastructure Key Resources

– CONOPS Development

– PNT Incident Portal/Central Data Repository

– National Sensor Capability initiatives
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US DHS IDM Mandates
• Collect, analyze, store, & disseminate interference 

reports from all sources to enable appropriate 
investigation, notification & enforcement action.

• Coordinate United States domestic capabilities to 
identify, analyze, locate, attribute, & mitigate sources of 
interference to GPS & its augmentations systems.

• Develop & maintain capabilities, procedures & 
techniques, & routinely exercise civil contingency 
responses to ensure continuity of operations in the 
event that access to GPS signal is disrupted or denied.
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US DHS IDM Initiatives
• DATA: Collect, analyze, store, & disseminate interference 

incidents from all reporting sources

• TOOLS:  Coordinate US domestic capabilities to identify, 

analyze, locate, attribute, & mitigate sources of interference 

to the GPS & its augmentations

• ACTION:  Develop & maintain capabilities, procedures & 

techniques, & routinely exercise civil contingency responses 

to ensure continuity of operations in the event that access to 

GPS signal is disrupted or denied
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Existing/Emerging Global Threats
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US Government Measurements

Wideband RFI Source 
measured occupying 
approximately 20 MHz 
– 5 MHz below L1 and 
15 MHz above L1.

Normal L1 passband 
Spectrum when RFI 
Source is not present.
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US Government Finding

RFI source 
“Locked-on” and 
pursued.

On Site ON-OFF 
tests confirms 
GPS RFI source.
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Regulations in the U.S.

U.S. Federal statutes and regulations 
generally prohibit the manufacture, 
importation, sale, advertisement, or 
shipment of devices, such as jammers, 
that fail to comply with FCC regulations.
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Regulations in the U.S.
U.S. Federal Statutes – Communications 

Act
• 47 U.S.C. § 301 Unlicensed (unauthorized) 

operation prohibited
• 47 U.S.C. § 333 – Interference to authorized 

communications prohibited
• 47 U.S.C. § 302a(b)  Manufacturing, importing, 

selling, offer for sale, shipment or use of 
devices which do not comply with regulations 
are prohibited
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Regulations in the U.S.
Telecom Agency Rules - FCC

• 47 C.F.R. § 2.803(a) - marketing is prohibited 
unless devices are authorized and comply with 
all applicable administrative, technical, labeling 
and identification requirements.

• 47 C.F.R. § 2.803(e)(4) - marketing is defined as 
“sale or lease, or offering for sale or lease, 
including advertising for sale or lease, or 
importation, shipment, or distribution for the 
purpose of selling or leasing or offering for sale 
or lease.”
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US CONOPS Development
• Critical Infrastructure Key Resources (CIKR) Study: 

– Dependency on GPS
– Impacts and Priorities
– Tools to Mitigate Vulnerability Gaps
– Tests on Vulnerabilities – To Measure Effective Mitigation Tools

• US Government Command Post Exercises
– Exercise Interagency checklist with clear lead, supporting 

authorities and incident ranking criteria
– Exercise Multi-agency collaborative environment for shared 

situational awareness
– Further Exercises w/greater complexity, scope, & interaction with 

extended government capabilities

• Draft early 2011
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CIKR Sectors
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Extent of GPS Dependencies
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The GPS Triad
Joint GPS User Support Service

USAF GPSOC
(military)

USCG NAVCEN
(surface)

FAA NOCC
(airspace)

FCC

JSC
PIRT USSTRATCOM

NORAD/NORTHCOM

NTIA

Patriot Watch Customer Base/Users
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GPS Civil Performance   
• The TRIAD uses DOD developed tools to predict 

GPS performance impacts due to satellite 
constellation status

• Enables prediction of  Horizontal Dilution of 
Precision (HDOP); measure of surface user 
accuracy.

• HDOP out of tolerance (more than 6) triggers a 
coordinated regional user notification (Notice to 
Airman (NOTAM) or Notice to Mariners (NTM).
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NAVCEN DAILY SYSTEMS BRIEF  GPS HDOP 
Prediction

16 AUG 2010  
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NAVCEN DAILY SYSTEMS BRIEF  GPS HDOP 
Prediction

16 AUG 2010  
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Central Data Repository Requirements
(Policy Derived Qualitative)

• Central Interference Reporting database for all PNT incidents 

• Encompass process and functions for detection validation, 
investigation, assessment, corroboration of PNT incidents 

• Automated dissemination of data and reduce PNT incidents 
information distribution delays for decision support

• Mechanisms for cataloging PNT applications and associated 
vulnerabilities to interference

• Employ information assurance components and processes to 
protect database

• Assure the integrity of PNT incidents and sensors
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Secure User Authentication
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Central Data Repository
• Baseline Requirements – Cost control, use existing 

architecture
• Designed Leverage – Modeled based on the FAA 

Spectrum Engineering Tracking System (SETS)
• Visual Operational Picture – Integrated Common 

Analytical Viewer (iCAV)
– Geospatial enabling/visualization tool
– Integrates multiple geospatial data sources from a centralized 

geospatial data warehouse
– Based on the Environmental Systems Research Institute’s (ESRI) 

suite of products.
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Patriot Watch System
• System-of-Systems approach to provide real-time 

monitoring (preparedness), location & notification 
(response) of GPS interference for protecting the 
Nations CIKR Sectors.
– Designed with government & commercial hardware
– Persistent monitoring yields situational awareness
– Timely response to anomalies
– Sensor placement based on PNT CIKR Criticality
– Remains operational when GPS systems is “stressed”

• Collective Effort by various USG entities
• Significant Cost and Risk reduction by taking full 

advantage of mature, existing systems
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Leverage technologies to rapidly detect 
and locate interference

Control Center

Monitoring 
Network

GPS Satellites

Mitigating action

Users
Re-route traffic

Provide standard response process
and protocols to notify of abnormality

Establish command & control authority to
mitigate events 

Patriot Watch - Concept
National capability to detect & mitigate GPS interference INCONUS, 
supporting PNT and CIKR resilience
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QUESTIONS?

Rick.Hamilton@uscg.mil
703-313-5930

John.Merrill@dhs.gov
202-447-3731

mailto:Rick.Hamilton@uscg.mil
mailto:John.Merrill@dhs.gov

	United States�GPS Interference �Detection and Mitigation (IDM)
	Topics of Discussion
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Regulations in the U.S.
	Regulations in the U.S.
	Regulations in the U.S.
	US CONOPS Development
	CIKR Sectors
	Slide Number 13
	Slide Number 14
	GPS Civil Performance   
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Central Data Repository Requirements�(Policy Derived Qualitative)
	Slide Number 20
	Central Data Repository
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Patriot Watch System
	Slide Number 30
	Slide Number 31

